JloxkTpuHa
uHdopmanuoHHo# 0e3onacHocTu Poccuiickoii @enepanun
(yrB. Yka3om Ilpe3unenta P® ot 5 nexadps 2016 r. Ne 646)

I. O6mue moJsioKeHUs

1. Hacrosimas JlokTpuHa npeacrasisieT co0oil cucreMy oduLnaIbHbIX B3IJIAI0B Ha
obecrnieueHre HalMOHaIbHOM 6e3onacHocTH Poccuiickoit denepaunu B HGOPMALIMOHHON

cepe.

B nacrosieit Jloktpune no HHPOpMAIIMOHHON chepoil MOHMMAETCsI COBOKYITHOCTh
uHpopmanuu, 00bEKTOB UHPOPMATH3ALMH, HHHOPMALIMOHHBIX CUCTEM, CATOB B
MH(POPMAITMOHHO-TEIEKOMMYHHUKAITMOHHOM cetn «HTepHeT» (nanee - ceth «MHTEpHETY), CeTeit
CBSI3H, HH()OPMALIMOHHBIX TEXHOJIOTUH, CYOBEKTOB, JESITEIbHOCTh KOTOPBIX CBSA3aHA C
dhopmupoBanremM U 00pabOTKOM MHPOPMALIUH, PA3BUTHEM U HCTIOJIb30BAHINEM Ha3BaHHBIX
TEXHOJIOTUH, oOecrieueHueM HHPOPMAIIMOHHOM 0€30I1aCHOCTH, a TAK)KE€ COBOKYITHOCTD
MEXaHHU3MOB PEryIMPOBAHUS COOTBETCTBYIOLIUX OOIIECTBEHHBIX OTHOIICHUH.

2. B nactosimiet [JJokTprHe UCIIOJIB3YIOTCS CIEAYIOIIUE OCHOBHBIE OHATHS:

a) HaIMoHaIbHBIE HHTEpechl Poccuiickoit denepanuu B nHGOpMaImoHHOU cdepe (nanee -
HaIlMOHAJIbHBIE HHTEPECH] B HHPOPMALIMOHHO cepe) - 00BEKTUBHO 3HAUMMBbIE TOTPEOHOCTH
JUYHOCTH, 00IIIECTBA U T'OCYAAPCTBA B 00ECIIEUEHUH UX 3AIMIIEHHOCTU U YCTOMYUBOTO
pa3BUTHS B YaCTH, Kacarolencss UHPOPMAIMOHHOM cephl;

0) yrpo3a uapopmanronHoi 6e3onacHoct Poccuiickoit denepanuu (ganee - nHGOpMaIMOHHASL
yIpo3a) - COBOKYITHOCTb JIEHCTBUI U (PAaKTOPOB, CO3AAIOIINX OMTAaCHOCTh HAHECEHUS yiiepoa
HallMOHAJIBLHBIM UHTEpECcaM B HH(GOPMAIIMOHHOU chepe;

B) nH(opmannonHas 6e3onacHocts Poccuiickoit denepanuu (nanee - nHGopMarmoHHas
0€30MaCHOCTh) - COCTOSTHUE 3aITUIIICHHOCTH JJUYHOCTH, OOIIECTBA M TOCYIapCTBA OT
BHYTPEHHHUX U BHEUIHUX MH(DOPMALIMOHHBIX YTPO3, TP KOTOPOM 00eCreUrBatOTCs peaan3anus
KOHCTUTYUHOHHBLIX IIpaB U CBO6OI[ YCJIOBCKA U I'paKJIaHWHA, JIOCTOI‘/’IHBIG Ka4ueCTBO U YPOBCHDb
KU3HU TPAXKIaH, CYBEPECHUTET, TEPPUTOPHAIIbHAS [IETOCTHOCTh M YCTOMYHUBOE COIUATIBHO-
SKOHOMHUYECKOE pa3BuTHe Poccuiickoit @eneparun, 060poHa U 0€30MaCHOCTh TOCYAAPCTBA,

r) o0ecriedeHue HHGHOPMAITMOHHONM 0€30MMaCHOCTH - OCYIIECTBIICHUE B3aNUMOYBSI3aHHBIX
IMPaBOBLIX, OPraHU3allMOHHBIX, OIICPATHUBHO-PO3BICKHLIX, PA3BCAbIBATCIIbHBIX,
KOHTPPAa3BCAbIBATCIbHbBIX, HAYUYHO-TCXHUYCCKUX, I/IH(i)OpMaHI/IOHHO-aHaJ'II/ITI/ILICCKI/IX, KaJapOBLIX,
SKOHOMHYECKHUX M HHBIX MEp I10 TPOTHO3UPOBAHHIO, 0OHAPYKEHUIO, CICPKHUBAHUIO,
MPEAOTBPAIICHUIO, OTPAKCHUIO HH(DOPMAITMOHHBIX YIPO3 U JIUKBUIAIIMN TTOCIEICTBUHN HX
IIPOSABJICHUSA

1) cujibl obecriedeHust HHPOpPMaIMOHHOW 0€301IaCHOCTH - TOCYJapCTBEHHBIE OPIaHbl, a TAKKe
MOJIpa3/IeIeHUs ¥ TOJDKHOCTHBIE JIMIA TOCYIaPCTBEHHBIX OPraHOB, OPraHOB MECTHOTO
CaMOYIpaBIICHHs U OPraHU3allNii, YITOJITHOMOYECHHBIC Ha PEIICHIE B COOTBETCTBUH C
3akoHoJarenscTBOM Poccuiickoit denepannu 3a1ad no odecneyeHu o HHGOPMaLMOHHON
0e30I1aCHOCTH;

€) cpencTBa ooecnieueHuss HHOOPMAITMOHHOM 0€301TaCHOCTH - MPABOBHIE, OpraHU3AIMOHHEIE,
TEXHUYECKUE U JAPYTue CPeCTBa, UCIOJb3yeMble CHIIaMU oOecriedeHust UH()OpMallMOHHON
0e30I1aCHOCTH;



XK) cuctema obecrieueHrss MHPOPMAITMOHHON O€30TaCHOCTH - COBOKYITHOCTH CHJI 00CCTICUCHHS
MH(POPMAIIMOHHOI 0€30TTaCHOCTH, OCYIIECTBIISIOIUX CKOOPANHUPOBAHHYIO M CIUTAHUPOBAHHYIO
JeSITeNIbHOCTD, U UCIOJIb3YEMbBIX UMH CPEACTB 0OecreueHus] HHPOPMAIIMOHHOM 0€3011aCHOCTH;

3) nuapopManronHas nuappactpykrypa Poccuiickoit deneparuu (anee - uHGOpMaIIMOHHAS
MH(PPACTPYKTypa) - COBOKYIMHOCTh 0OBEKTOB MH(POPMATH3ANH, HHPOPMAIIMOHHBIX CUCTEM,
caiToB B ceTn «/IHTEpHET» U ceTel CBsI3U, PACIIOJIOKEHHBIX Ha TeppuTopun Poccuiickon
®denepannn, a TAKKE Ha TEPPUTOPUAX, HAXOAAUIMXCS O FOpUcIuKuuen Poccuiicko
denepanny WIKA UCIIOIB3YEMBIX HA OCHOBAaHUHU MEXAYHAPOIHBIX 10roBOpoB Poccuiickon
denepanuu.

3. B Hacrosiueit JIokTpuHe Ha OCHOBE aHaIKM3a OCHOBHBIX MHPOPMAIIMOHHBIX YI'PO3 U OLIEHKU
COCTOSIHUSI TH(OPMAIMOHHOM 0€30I1aCHOCTH OTpeAEIeHbl CTPATErHYECKHE 11€JTU U OCHOBHbBIE
HanpaJieHUs obecriedeHust HHPOPMAIMOHHOW 0€301IaCHOCTH C YUE€TOM CTPAaTErMYeCKUuX
HalIMOHAJIBHBIX MpHOpUTETOB Poccuiickon denepanum.

4. IlpaBoByro ocHOBY HacTosIel JlokTpunbl coctaBisitoT Koncrutynus Poccuiickoii
Oenepanuu, o0LIENPU3HAHHBIE TIPUHIUIIBI 1 HOPMBI MEXAYHAPOAHOTO MIpaBa, MEeXAyHapOHbIE
noroBopsl Poccuiickoit denepanuu, deaepanbHble KOHCTUTYIIMOHHBIC 3aKOHBI, (he/iepaibHbIe
3aKOHBI, a TAK’)K€ HOpMaTUBHBIE NpaBoBbIe akThl [Ipesunenra Poccniickon denepannu n
[IpaBurensctBa Poccuiickoit @enepannu.

5. Hacrosimas JloktpuHa siBisieTcss JOKYMEHTOM CTPaTernyecKoro MiIaHupoBaHus B cepe
oOecrnieueHus HaMOHANBbHOH Oe3onacHocTu Poccuiickoit @enepaliyi, B KOTOPOM pa3BUBAIOTCS
nosioxxeHust CtpaTeruu HaMoHalnbHOU 6e3onacHocTH Poccuiickoit denepannu, yrBepk1eHHON
VYkazowm [Ipesnnenta Poccuiickoit @enepanuu ot 31 nekadpst 2015 r. Ne 683, a Takxke Apyrux
JOKYMEHTOB CTPAaTErMueCcKOro MIaHUPOBAHUS B yKa3aHHOU cdepe.

6. Hacrosias JloktpuHa siBisieTcss OCHOBOM /17151 GOPMUPOBAHUS FOCYIapCTBEHHON MOJUTUKU U
pa3BUTHSI OOLECTBEHHBIX OTHOLLIEHUI B 00sacTu obecrneueHus: UHPOPMalMOHHON
0€30I1aCHOCTH, a TAK¥Ke JUIsl BBIPAOOTKU MEp 110 COBEPLICHCTBOBAHUIO CUCTEMBI 00ECIICUEHUS
nH(OPMaLMOHHON OE301aCHOCTH.

I1. HaunoHnaibHbIe HHTEPeCchl B MH(GOpMALIMOHHOI c(epe

7. UndopmanimoHHbIE TEXHOJIOTUH TPHUOOPENH IrI100abHbIN TpaHCTPAaHUYHBIN XapakTep U CTajau
HEOTHEMJIEMON YacTbhIO BCEX cep AeSATENbHOCTH JUYHOCTH, 00I1IecTBa U rocyaapcrsa. MUx

3¢ deKTUBHOE MPUMEHEHHUE SBISETCS PAaKTOPOM YCKOPEHUSI SKOHOMHUYECKOTO Pa3BUTHS
rocyfapcta u GopMupoBaHus HHGOPMAIIMOHHOTO 00IIIEeCTBa.

NudopmanrionHas chepa urpaet BaxXHyIO pojib B 00eCIeUeHUH pealn3alii CTpaTernyecKux
HAIIMOHAJIBHBIX MpHOpUTETOB Poccuiickoi denepanum.

8. HarmoHnanbHbIMU MHTEpECaMu B UHPOPMALTMOHHOMN cdepe SABISIOTCA:

a) O6CCH€‘~I€HI/IG " 3a1iura KOHCTI/ITyHI/IOHHI)IX npaB nu CBO60)1 YCJIOBCKA U rpamnaHHHa B 4acCTH,
Kacarollecs OJIy4eHHs U UCTI0Ib30BaHMs UH(POPMALIMY, HETPUKOCHOBEHHOCTH YaCTHOM
YKU3HU IIPU UCII0JIb30BAHUN MH(POPMALIMOHHBIX TEXHOJIOT UM, oOecreueHrne HH(PpOopMaoHHOM
HO)I)IGp)KKI/I I[GMOKpaTI/I‘IGCKI/IX I/IHCTI/ITYTOB, MCXaHHU3MOB BSaHMOHGﬁCTBHﬂ rocynapCTBa 158
IpaXKJaHCKOTo 00IIECTBA, a TAK)KE IPUMEHEHNE HH(POPMAIIMOHHBIX TEXHOJIOTUN B HHTEpECax
COXpaHCHI/IfI Ky.]'H)TypHI)IX, I/ICTOpI/ILIeCKI/IX nu I[YXOBHO-HpaBCTBeHHBIX IICHHOCTGIZ
MHOTOHAIIMOHAIBHOTO Hapoaa Poccuiickoii denepannu;



0) obecrieyeHre ycTOHIUBOro U OecriepedoiHOro (PyHKIMOHUPOBAaHUS HH(DOPMALIMOHHON
UH(PACTPYKTYPHI, B IEPBYIO OUYepeab KPUTUUECKON MHPOPMAIIMOHHON HHPPACTPYKTYpPhI
Poccuiickoit @denepanuu (nanee - Kpuruueckas nHGoOpMaLMOHHAst HHPPACTPYKTypa) U eTUHOM
cetu ekTpocszu Poccniickoit denepanuuy, B MUPHOE BPEMS, B IEPUO]T HETOCPEICTBEHHOU
YTPO3bl arpeccuu U B BOGHHOE BpeMs;

B) pa3Butue B Poccuiickoit denepaunn otpaciau HHGOPMALIMOHHBIX TEXHOJIOTUN U 3JIEKTPOHHOMN
IIPOMBIIIJIEHHOCTH, a TAaK’K€ COBEPLUICHCTBOBAHUE I€ATEILHOCTH TPOU3BOICTBEHHBIX, HAYUHBIX
1 HAyYHO-TE€XHUYECKUX OpPTraHu3alui o pa3paboTKe, MPOU3BOACTBY U IKCILTyaTalluu CPEJICTB
obecnieueHust UHPOPMALIMOHHOM O€30MaCHOCTH, OKAa3aHUIO YCIIYT B 00JIacTH o0ecreueHus
MH(POPMAITMOHHOM 06€30MacHOCTH;

I') IOBEIEHUE J0 POCCUICKOM U MEXAyHApOAHON OOIIECTBEHHOCTH I0CTOBEPHON MH(OpMAaLIUU O
rocynapcTBeHHoOU nonmtuke Poccuiickoit @enepanuu u ee opUIMAIBLHOMN O3ULIUU TIO
COLIMAJIHO 3HAYUMBIM COOBITUSIM B CTpaHE U MUpE, IPUMEHEHNE HH(POPMALIHOHHBIX
TEXHOJIOTUH B 1IeJIIX o0ecrneueHus HalloHaiabHoi 6e3omacHocT Poccuiickoit denepanuu B
00JacTH KyJIbTYpbI;

1) coaeiicTBre (POPMHUPOBAHUIO CUCTEMBI MEKyHAPOIHOM HH(POPMALIMOHHOM 0€3011aCHOCTH,
HaIpPaBJICHHON Ha MIPOTUBOICHCTBHE YrpO3aM HCIIOJIB30BaHMsI WH(POPMAIIMOHHBIX TEXHOJIOTHA B
[EJISIX HapYIICHUS CTPATErHUeCKOi CTaOUIBbHOCTH, Ha YKPEIUIEHUE PaBHOIIPABHOTO
CTPATETUUYECKOTO MapTHEPCTBA B 00J1aCTH HHPOPMAITMOHHOM 0€30TIaCHOCTH, a TAK)KE Ha 3aIIUTY
cyBepenutera Poccuiickoit denepannu B MHGOPMAITMOHHOM IPOCTPAHCTBE.

9. Peanu3zanus HalMOHAIbHBIX HHTEPECOB B MH(OPMaLIMOHHOMN c(epe HallpaBjieHa Ha
(dhopmupoBanmue 6€30macHOM cpeapl 000poTa TOCTOBEPHONU MHPOPMAIIUH U YCTOMUNBOU K
Pa3IMYHbIM BUJaM BO3/IEHCTBUS HHPOPMAIMOHHON HHPPACTPYKTYPHI B LEJIX oOecreueHus
KOHCTUTYUHOHHBLIX IIpaB U CBO6OI[ YCJIOBCKA U I'paKJIaHWHA, CTaOMJILHOTO COIIMAJIbHO-
SKOHOMUYECKOTO Pa3BUTHS CTPaHbI, a TAK)KE HallMOHAIBHOU Oe3omacHocT Poccuiickoit
denepanuu.

II1. OcHoBHBIC MH(OPMALIMOHHBIE YTPO3bI U COCTOSIHUE HHPOPMALTUOHHOM
0e30macHOCTH

10. Pacimpenue obnacteil npuMeHeHus: THPOPMAIIMOHHBIX TEXHOJIOTHUM, SBISAACH (PaKTOPOM
Pa3BUTHSI SKOHOMHUKH M COBEPILIEHCTBOBAHUS (P)YHKIIMOHUPOBAHUS OOLIECTBEHHBIX U
roCy/lapCTBEHHbIX UHCTUTYTOB, OJTHOBPEMEHHO MOPOXKIAET HOBbIE MH(OPMALIMOHHBIE YTPO3bI.

Bo3moxHOCTH TpaHCIpaHUYHOTO 000pOTa HHPOPMAILIMK BCE Yallle UCIOIb3YOTCS s
JOCTIDKEHUA NeONOIUTHYECKUX, IPOTUBOPEYAIINX MEXIYHApOIHOMY IIpaBy BOEHHO-
IMOJIMTHUYCCKUX, a TAKIKC TCPPOPHUCTUICCKUX, SKCTPEMUCTCKUX, KPUMHUHAJIIBHBIX 1 HWHBIX
MIPOTUBOIPABHBIX LIEJIEH B yIIepO MEKIyHApOJHOW O€30IaCHOCTU M CTpaTernyecKon
CTaOUJILHOCTH.

[Ipu 3TOM npakTHKa BHEIPEHHs] MH(POPMALIMOHHBIX TEXHOJIOTUH 0€3 YBA3KHU ¢ 00ecrieueHneM
nH(OPMaLIMOHHON O€30MaCHOCTH CYILIECTBEHHO MOBBIIIAET BEPOSTHOCTH MPOSIBICHUS
MH(OPMALIMOHHBIX YTPO3.

11. OgHuUM K3 OCHOBHBIX HETATHUBHBIX (PAKTOPOB, BIUSAIOLINX Ha COCTOSIHUE HH(POPMALTUOHHOMN
0€30MacHOCTH, ABJIAETCS HapallUBaHUE PAJIOM 3apyO0eKHBIX CTpaH BO3MOKHOCTEH
MH(OPMALIMOHHO-TEXHUYECKOTO BO3ACUCTBUSI Ha UHPOPMALMOHHYIO HUHPPACTPYKTYPY B
BOEHHBIX IIEJISIX.



OAHOBPEMEHHO € ATUM YCUJIMBAETCS AEATEIbHOCTh OpraHU3alui, OCYLIECTBIISIFOIINX
TEXHUYECKYIO Pa3BEIKy B OTHOLIEHUH POCCUMCKUX I'OCYIapCTBEHHBIX OPraHOB, HAYYHBIX
OpraHu3alyil ¥ NpeaArnpusTHl 000POHHO-IIPOMBIIIIEHHOTO KOMILJIEKCA.

12. Pacmupsitorcss MaciITaObl MCIOJIB30BAHUS CHIEIMAIBHBIMU CITYKOaMH OTAEIbHBIX
rocy/iapcTB CpeACTB OKa3aHUS MHPOPMAIIMOHHO-TICUXO0JIOTHYECKOTO BO3/IEHCTBUS,
HaIPaBJIEHHOTO Ha J1eCTaOMIN3alli0 BHYTPUIIOJIUTUYECKON U COLIMATIBHON CUTYalluu B
Pa3IMYHbIX PETHOHAX MUPA U MPUBOJSIIETO K MOJPHIBY CYBEPEHUTETA U HAPYIIEHUIO
TEPPUTOPUATIBHOM IIEJIOCTHOCTH JIPYTUX TOCYAAPCTB. B 3Ty AEATEIBHOCTh BOBIEKAIOTCS
PEIUTHO3HbIE, ITHUYECKUE, TIPABO3ALIUTHBIEC U UHbIE OPTaHU3AlINHY, a TAK)KE OTAEIbHbIE IPYIIIIbI
rpaX<aaH, Ipu 3TOM IIUPOKO MCHOJIb3YIOTCSI BO3SMOKHOCTH MH(OPMALIMOHHBIX TEXHOJIOTHH.

OTMmeuaeTcst TEHAECHLUS K YBEJIMUEHHUIO B 3apy0eKHBIX CPEACTBAX MacCOBOM MH(POpMaIUU
o0beMa MaTepualioB, COJAEPKAIINX IPEAB3ATYIO OLIEHKY FOCYAapCTBEHHOM MOJIUTUKU
Poccuiickoit @enepanuu. Poccuiickue cpencTBa MacCcoBOi MH(OPMALIUU 3a4aCTYIO
[O/IBEpraroTcs 3a pyOe oM OTKPOBEHHON AMCKPUMHUHAILIUHU, POCCUICKUM XypHAIUCTaM
CO3AI0TCSI MPENSATCTBUS JJISl OCYILECTBICHUS UX NPO(ECCHOHATbHON JesITEIbHOCTH.

Hapamusaercs nndopmanimonHoe Bo3zeiicTBie Ha HaceneHue Poccun, B mepByto ouepesib Ha
MOJIOACKD, B LEIAX Pa3MbIBaAHUA TPAAUIUOHHBIX pOCCHfICKPIX AYXOBHO-HPAaBCTBCHHBIX
LIEHHOCTEM.

13. PaznuuHbIe TEPPOPUCTHUECKUE U IKCTPEMHUCTCKUE OPraHU3alUH IIUPOKO UCIIOJIB3YIOT
MEXaHHU3Mbl HH()OPMALIMOHHOTO BO3/IEHCTBUS HA UHIMBU]IyaJIbHOE, IPYIIIOBOE U O0IIECTBEHHOE
CO3HAHHE B LIEJIIX HArHETaHUS MEXHALMOHAIBHOW U COLMAIbHOM HANPSHKEHHOCTH, Pa3KUraHUs
STHUYECKON U PEIUTHO3HON HEHaBUCTHU JIMOO BPaX/ibl, IPOTMAaraHabl 3KCTPEMUCTCKOMN
WJICOJIOTUH, A TAKXKE MPUBJIEYECHUSI K TEPPOPUCTUUECKON EATEIbHOCTH HOBBIX CTOPOHHUKOB.
Takumu opraHu3anysiMy B IPOTHBOIIPABHBIX LEJISIX aKTUBHO CO3/IAF0TCS CPEICTBA
JECTPYKTUBHOT'O BO3/AEUCTBUS Ha OOBEKTHI KPUTUUECKON MH(POPMALIMOHHON UHPPACTPYKTYPHI.

14. Bo3pactaioT Mactabbl KOMIIbIOTEPHOI MPECTYIHOCTH, IIPEK/IE BCETO B KPEIUTHO-
¢uHaHCOBOH cdepe, yBeINUMBACTCS YUCIIO MPECTYINIEHUH, CBA3aHHBIX C HAPyLIEHUEM
KOHCTUTYLMOHHBIX ITpaB U CBOOO/I YeJIOBEKa U I'pakJJaHNHA, B TOM YHCJIE B YACTH, Kacarolencs
HETIPUKOCHOBEHHOCTH YaCTHOM JKU3HU, JINYHON ¥ CEMEWHOM TaifHbI, TpH 00padoTKe
MEPCOHAIBHBIX JTAHHBIX C UCIIOJIb30BAaHUEM HH(OPMaLMOHHBIX TeXHOJoTul. [Ipn 3TOM METOIbI,
CHOCOOBI M CPEICTBA COBEPIIECHUS TaKUX MPECTYIJICHUM CTaHOBSITCS BCE U30LIPEHHEE.

15. Cocrosinue nHGOpPMaIMOHHOM 6€30MacCHOCTH B 007aCTH 0OOPOHBI CTPaHbl XapaKTepHU3yeTCs
YBEJIMUYEHUEM MacCIITa0OB MPUMEHEHHS OTACIbHBIMY FOCYIapCTBAMHU U OPTraHU3aLHUSIMU
MH(OPMALIMOHHBIX TEXHOJOTUN B BOCHHO-TIOJIUTUYECKUX LIETISAX, B TOM UUCIIE JUIS
OCYILIECTBIICHUS AEUCTBUM, TPOTUBOPEUAILIUX MEKIYHAPOTHOMY IPaBy, HAIPABICHHbBIX Ha
MO/IPBIB CYBEPEHUTETA, MOJUTHUECKON U COLMAIBbHON CTAOMIBHOCTH, TEPPUTOPUATILHON
uesoctHocT Poccuiickoit denepannn U €€ COI03HUKOB U MTPEACTABIISIIOIIUX YTPO3Y
MEXAYHApOAHOMY MUPY, INI00abHOM U pernoHaIbHOM 0€3011acHOCTH.

16. Coctosinue nHGOPMaIMOHHOM 06€30MacCHOCTH B 00JaCTH rOCY1apCTBEHHOM U 00IIECTBEHHOU
0€30MMaCHOCTH XapaKTEpU3YETCsl IOCTOSIHHBIM MOBBIIIEHHEM CJIOKHOCTH, YBEIUUYEHUEM
MacmTaboB ¥ pOCTOM CKOOPAMHUPOBAHHOCTU KOMITBIOTEPHBIX aTaK Ha 0ObEKThl KpUTUUECKON
nH(pOpMaMOHHON HHGPACTPYKTYPBI, YCUIEHUEM Pa3Be/IbIBATEIILHOM 1€ TEIbHOCTH
WHOCTPAHHBIX FTOCYIaPCTB B OTHOLIEHUH Poccuiickoit @enepanuu, a TAKkKe HapaCTaHUEM YIpo3
MpUMEHEHHs] UH(POPMALIMOHHBIX TEXHOJIOTUH B EJIIX HAHECEHUS yiepOa CyBEepEeHUTETY,



TEPPUTOPUATBHON LEIOCTHOCTH, MOJIUTHUYECKOHN U colMalibHOM cTabmibHOCTH Poccuiickoit
denepanuu.

17. Coctosinne nHGOPMAIMOHHOMN 06€3011aCHOCTH B SKOHOMUYECKOH cpepe XapakTepusyercs
HEJ0CTaTOYHBIM YPOBHEM Pa3BUTHUS KOHKYPEHTOCIOCOOHBIX HH(POPMAIIMOHHBIX TEXHOJIOTUNA 1
UX HUCIIOJIb30BaHUS JUIsl POU3BOACTBA MPOIYKIIUU U OKa3aHus ycayr. OcTaercs BHICOKUM
YPOBEHb 3aBUCUMOCTH OTE€YECTBEHHOIN MPOMBIIUIEHHOCTH OT 3apyOeXHbIX HH(HOPMALMOHHbIX
TEXHOJIOTUH B YaCTH, Kacarollelcs 3IeKTPOHHON KOMIIOHEHTHOM 6a3bl, IPOrPaMMHOTO
o0ecreyeHusl, BHIYMCIUTENbHON TEXHUKHU U CPEACTB CBSI3U, UTO 00YCIOBIMBAET 3aBUCHUMOCTh
COLMAIBbHO-3KOHOMUYECKOTO pa3BuTUs Poccuiickon @enepanuu OT Te€ONOTUTHIECKUX
HMHTEPECOB 3apyO0eKHBIX CTPaH.

18. Coctosinne nHGOpMaIMOHHOM 06€301acHOCTH B 00JaCTH HAYKH, TEXHOJIOTUN U 00pa30BaHUs
XapaKTepU3yeTcsl He0CTaTOUYHON 3(p(peKTHBHOCTHIO HAYYHBIX UCCIIEIOBAHI, HAIPABICHHBIX Ha
CO3/IaHUE MEePCIIEKTUBHBIX HH()OPMAIIMOHHBIX TEXHOJIOTHI, HU3KUM YPOBHEM BHEIIPECHUS
OTEYECTBEHHBIX Pa3padOTOK M HEJOCTATOUYHBIM KaJIPOBBIM 00ECIIEeYeHNEM B 00J1aCTH
nH(pOpPMaLMOHHON O€30MaCHOCTH, a TAaKKe HU3KOIM 0CBEJOMIIEHHOCTBIO IPAXKJaH B BOIIPOCAX
obecnieueHus TUYHON MHPOpMaIMOHHOM Oe3onacHocTH. [Ipu 3TOM MeponpusaTus 1o
obecrieueHnI0 6€30TacCHOCTH HH(POPMAITMOHHON HH(PACTPYKTYPHI, BKITIOUAs €€ 1EeJTOCTHOCTb,
JTOCTYITHOCTB M YCTOMUNBOE (PYHKIIMOHUPOBAHHE, C UCTIOIH30BAHUEM OTEUECTBEHHBIX
MHGOPMAIIMOHHBIX TEXHOJIOTHH U OTEYECTBEHHOH MPOIYKIHH 3a4acTyI0 HE HMEIOT
KOMIUIEKCHOM OCHOBBI.

19. Cocrosinue nHPOPMAITMOHHON O€30TTAaCHOCTH B 00JIACTH CTPATETHYECKON CTAOMIBHOCTH 1
PaBHOIIPABHOTO CTPATErMYECKOTO MAPTHEPCTBA XapaKTEPU3YETCsl CTPEMIICHUEM OTIEIBHBIX
rOCyJapCTB HCIIOJIb30BaTh TEXHOJIOTUYECKOE TIPEBOCXOICTBO /ISl TIOMUHUPOBAHHUS B
MH(OPMALIMOHHOM MTPOCTPAHCTBE.

CyiecTByloliee B HaCTOSIIIEE BpeMs paclpeieieHue MKy CTpaHaMU PECYPCOB,
HEOOXOUMBIX JUTsl 0OecrieueHus 0€301acHOTO U YCTOWYMBOTO (YHKIIMOHUPOBAHUS CETH
«HTEepHEeT», HE MO3BOJISET pealn30BaTh COBMECTHOE CIPAaBEIMBOE, OCHOBAHHOE Ha
MPHUHIUTIAX JOBEPHUS YIPABICHHE UMHU.

OTcyTcTBHE MEXKIYHAPOAHO-IIPABOBBIX HOPM, PETYIUPYIOMINX MEKIOCYIapCTBEHHBIE
OTHOIIIEHUS B HH(GOPMAIIMOHHOM MTPOCTPAHCTBE, a TAK)KE MEXaHU3MOB H MPOIEAYDP UX
MIPUMEHEHHUSI, YIUTHIBAIOIINX CIIEIU(PUKY HHHOPMAITMOHHBIX TEXHOJOTHM, 3aTPYIHSIET
(dhopMupOBaHUE CUCTEMBI MEXKTyHAPOIHON MHPOPMAITMOHHONW O€30MTaCHOCTH, HAIIPABJICHHON Ha
JOCTH)KEHHE CTPATETHYECKOM CTAOMIBHOCTH U PABHOTIPABHOTO CTPATETHYECKOTO MapTHEPCTBA.

IV. CrpaTrernveckue mej 4 OCHOBHbIE HaNlpaBJeHUs o0ecreYeHnst
HHGoOpMaIHOHHOH 0€30ITACHOCTH

20. Ctpareruueckoi 1enpto ooecrneueHust HHGOPMAIMOHHON O€301TaCHOCTH B 00J1aCTH 0O0POHBI
CTpaHbI SABJIACTCA 3allUTa )KU3HCHHO BAXXHBIX HHTCPECOB JIMYHOCTH, O6HICCTB& " rocygapcrBa OT
BHYTPCHHUX M BHCIIHUX YI'PO3, CBA3AHHBIX C IPUMCHCHUCM HHq)OpMaHI/IOHHI)IX TEXHOJIOTUH B
BOCHHO-IIOJIMTUYCCKUX LEIAX, IPOTUBOPCHAIINX MCXKIYHAPOAHOMY IIpaBy, B TOM YHCJIC B LEJIAX
OCYILIECTBJICHUS BPa)KI€OHBIX JEMCTBHUI U aKTOB arpeccuy, HallpaBJICHHbIX Ha TOJIPbIB
CYBEPEHUTETA, HAPYIICHHE TEPPUTOPUATBHON HEIOCTHOCTH TOCYIAPCTB U MPEICTABIISIONINX
YIpo3y MEXIYHAPOTHOMY MUPY, 0€30TIaCHOCTH M CTPATETUIECKON CTa0MIEHOCTH.



21. B cooTBETCTBUM C BOGHHOU MONMTHKON Poccuiickoit @enepanny 0CHOBHBIMU
HaIpaBJICHUSAMH o0ecriedeHus1 MHPOPMAITMOHHOM 0€30MacHOCTH B 00J1aCTH 0O0OPOHBI CTPAHBI
SIBJISIFOTCSL:

a) CTpaTernyecKoe CAepKUBAHUE U NPEAOTBPAILEHNE BOCHHBIX KOH(DIUKTOB, KOTOPbIE MOT'YT
BO3HUKHYTh B Pe3y/IbTaTe MPUMEHEHHS] UH(POPMALIMOHHBIX TEXHOJIOTUH;

0) coBepIIEHCTBOBaHKUE CUCTEMBbI 0OeciedeHHsI HHQOpMaLlMOHHON Oe30nacHOCTH BoopyKeHHbIX
Cun Poccuiickoit denepaunu, qpyrux BOMCK, BOMHCKUX (POPMUPOBAHUIN U OPTaHOB,
BKJTFOYAIOIIEH B c€0s1 CHUIIBI U CpeicTBa MH(GOPMAIIMOHHOTO MMPOTUBOOOPCTBA;

B) IIPOrHO3UPOBAHUE, 0OHAPYKEHHE U OLICHKA NHPOPMAIIMOHHBIX YIPO3, BKIIIOYasi yrpo3bl
Boopyxenubim Cuntam Poccuiickoit deneparuu B uHGopMamoHHou cdepe;

I') COJIEHCTBHE 0OCCTICUCHHIO 3aIIUThI HHTEPECOB COI03HUKOB Poccuiickoit deneparuu B
uH(popmMalnoOHHOH cdepe;

1) HeWTpanu3auus nH(HOPMaLMOHHO-IICUXOJIOTMYECKOT0 BO3ICHCTBHS, B TOM UHCIIE
HaHpaBHCHHOFO Ha HO)IpI)IB I/ICTOPI/I‘IGCKI/IX OCHOB U HanI/IOTI/I‘-IeCKI/IX Tpazmunﬁ, CBJA3aHHBIX C
sammron OreyecTsna.

22. CTpaTternyecKuMHu MesisiMu o0ecriedeHust HHHOPMAIMOHHOM 0€301MacHOCTH B 00J1aCcTH
rocy/lapCTBEHHOU U OOIIECTBEHHON 0€30MaCHOCTH SIBJIIOTCA 3alllUTa CyBEPEHUTETA,
MOJIEpKaHNE TTOJIMTHYECKOU U COIMATbHOM CTaOMIBHOCTH, TEPPUTOPHUATILHOM IIEJIOCTHOCTH
Poccuiickoit deneparuu, odecrieueHne OCHOBHBIX ITPaB U CBOOOT YEJIOBEKA M TPakAaHNHA, a
TaKOKe 3alIuTa KPUTHIECKON HHHOPMAITMOHHONW HHDPACTPYKTYPHI.

23. OCHOBHBIMHU HalpaBJIEeHUSAMU OOecrieueHus: HHPOPMAIMOHHOM 0€3011acHOCTH B 00JaCTH
roCyJIapCTBEHHOM U OOIIECTBEHHON O€30TIaCHOCTH SIBJISFOTCS:

a) IPOTHUBOICHCTBUE UCIIOIH30BAHUIO WH(DOPMAITMOHHBIX TEXHOJIOTUM ISl IIPOTIaraH bl
AKCTPEMHUCTCKON MIC0JIOTHH, PACTIpOCTpaHEHHsT KCeHO(PoOuu, e HalMOHATbHON
WCKITFOYUTEIILHOCTHU B LIETISAX TOJIPhIBA CYBEPEHUTETA, MOJUTHUECKOW U COIUATBLHOM
CTaOMJIBHOCTH, HACUIILCTBEHHOTO N3MEHEHUSI KOHCTHUTYIIMOHHOTO CTPOS, HApyIIECHUS
TepPUTOPHUATILHOM 1IeIOCTHOCTH Poccuiickoit @enepanuu;

0) mpeceyeHue ACITEIHPHOCTH, HAHOCAIIEH yiiepd HalMOHAIBHOU Oe30nmacHOCTH Poccuiickoi
®denepanyu, OCYIIECTBIEMON C UCTIOIb30BAaHUEM TEXHUYECKUX CPEACTB U MH(DOPMAIIMOHHBIX
TEXHOJIOTHH CIICIIMaJIbHBIMHA CJ'IY)K6aMI/I " OpraHusaliis M MHOCTPAHHBIX I'OCYJapCTB, a TaKXKE
OTACJIBbHBIMU JINIIAMMU

B) MOBBILICHHUE 3aIUIIEHHOCTH KPUTUYECKON MH(DOPMAIIMOHHON HHPPACTPYKTYpPHI U
YCTOWYMBOCTH €€ (YHKIIMOHUPOBAHMUSI, PA3BUTHE MEXaHU3MOB OOHAPYKEHUS 1
MpenynpexaeHus nHGOPMAIMOHHBIX YIPO3 U JIMKBUAALNUN NOCIEACTBUM UX HPOSBICHMUS,
MTOBBIIICHUE 3aIUIIEHHOCTH IPAXK/IaH U TEPPUTOPHUM OT NOCIIEICTBUM YpE3BBIYANHBIX CUTYyALUH,
BBI3BaHHbBIX HH()OPMALIMOHHO-TEXHUYECKUM BO3/IECTBHEM Ha 0OBEKTHI KPUTUYECKOM
nH(pOpMaLMOHHON HHPPACTPYKTYPBHI;

I') MOBbIIIEHUE 0€30MacHOCTU (PYHKIIMOHUPOBAHUS 00bEKTOB HH(POPMALIMOHHOM
UH(PACTPYKTYpPHI, B TOM YHUCIIE B LEJSIX 00eCIeUYeHNs YCTONYMBOTO B3aUMOICHCTBUS
roCy/1apCTBEHHBIX OPTaHOB, HEJOMYIIEHHUSI HHOCTPAHHOTO KOHTPOJIA 32 (PYHKIIHOHHUPOBAHUEM
TakuX 00BEKTOB, OOeCIeueHUE 1IeIOCTHOCTH, YCTOWYMBOCTH (DYHKIIMOHUPOBAHUS U



0€30MMacHOCTH eIMHON ceTH 3eKTpocBs3u Poccuiickoit denepaninu, a Takke ooecreyeHue
6e30macHOCTH UH(pOpMaLMK, IepeaBaeMoil o Hel u oOpadaTeiBaeMOii B MH()OPMALIMOHHBIX
cucreMax Ha tepputopun Poccniickoit denepanuu;

1) TIOBBIIIIEHUE O€301TaCHOCTH (YHKITMOHUPOBAHUS 00pa3I[0B BOOPYKEHHUSI, BOCHHOU U
CHeIUaIbHON TEXHUKH U aBTOMATHU3UPOBAHHBIX CUCTEM YITPABJICHUS;

€) MoBbIIIeHNE Y3PPEKTUBHOCTH NMPOPUIAKTUKY ITPaBOHAPYLIEHUH, COBEPILIAEMBbIX C
HCI0JIb30BaHUEM MH(OPMALMOHHBIX TEXHOJIOTUH, U IPOTUBOAECUCTBUS TAKUM
[IPaBOHAPYIICHUSIM;

k) obecrieueHre 3amuThl THQOPMAINH, COAEPKAIIEH CBEICHHS, COCTABIISIONINE
roCyJapCTBEHHYIO TaliHy, HHOW MH(POPMAIMK OTPAaHUUEHHOTO JIOCTYIIA U PacCIpOCTPaHEHUs, B
TOM YHCJIC 32 CUET MOBBIIICHUS 3alUIIEHHOCTH COOTBETCTBYIOIIUX HH(GOPMAITMOHHBIX
TEXHOJIOTHH;

3) COBEPLIEHCTBOBAHUE METOJIOB U CIIOCOOOB MPOU3BOACTBA U OE30MIACHOI0 IPUMEHEHUS
MPOJIYKIIMH, OKa3aHUsI YCIyT Ha OCHOBE MH(POPMAIIMOHHBIX TEXHOJIOTH C HCII0JIb30BAHUEM
OTEUYECTBEHHBIX pa3pabOTOK, YAOBIETBOPSIOMINX TPEOOBAHUIM HH(POPMALIUOHHOM
0e30I1aCHOCTH;

1) TIOBBIIICHHE 3(PPEKTUBHOCTH HHPOPMAIIMOHHOTO 00€CTICUCHUSI peaTu3aiii
rocynapcrTseHHoM noymtuku Poccuiickoit denepanmu;

K) HeHTpanu3auusi HHGOPMAIMOHHOTO BO3/ICHCTBHSI, HAIIPABJICHHOTO Ha pa3MbIBaHUE
TPAAULMOHHBIX POCCUUCKUX TYXOBHO-HPAaBCTBEHHBIX [IECHHOCTEM.

24. Crparernyeckumu LeisiMu o0ecrieueHrs nH(OpPMalMOHHONW O€301MacHOCTH B
HSKOHOMHUYECKOH chepe SBISAIOTCS CBEJCHNE K MUHUMAIIEHO BO3MOYKHOMY YPOBHIO BIIMSTHUS
HETaTUBHBIX (DaKTOPOB, 0OYCIOBICHHBIX HEJAOCTATOYHBIM YPOBHEM Pa3BHUTHS OTEYECTBEHHOMN
oTpaciy HHOOPMAITMOHHBIX TEXHOJIOTHH 1 AIIEKTPOHHOH MPOMBIIIUIEHHOCTH, pa3padoTka U
MIPOM3BOJICTBO KOHKYPEHTOCTIOCOOHBIX CPEICTB 0OecTieueHsI MH(POPMAITMOHHOM 0€301MacCHOCTH,
a TaKk)Ke TOBBIIIEHHE 00BEMOB M KAUeCTBa OKa3aHMsl YCIYT B 00JIacTH 00ecTieueHMsI
nH(OPMaLMOHHON OE301TaCHOCTH.

25. OCHOBHBIMH HalpaBJIeHUSAMH oOecreueHus: UHPOPMaMOHHOM 0€30MacHOCTH B
SKOHOMHUYECKOH chepe ABIAIOTCS:

a) MHHOBAIIMOHHOE Pa3BUTHE OTPACIHU UH(POPMALIMOHHBIX TEXHOJOTUH U 3JIEKTPOHHOM
IIPOMBIIIJIEHHOCTH, YBEIUYECHHE 10U IPOLYKIIUU ITOM OTPaciIi B BaJJOBOM BHYTPEHHEM
IIPOAYKTE, B CTPYKTYpE IKCIIOPTA CTPAHBIL;

0) TMKBUIAIMS 3aBUCUMOCTH OTE€UECTBEHHON MTPOMBIIIJIEHHOCTH OT 3apyOEKHbIX
MH(OPMAaLIMOHHBIX TEXHOJIOTUHN U CPEICTB 0OecriedeH sl HHPOPMAIIMOHHOM 0€3011acCHOCTH 3a
CUCT CO3aaHMs, PA3BUTHUA U IHUPOKOTO BHCAPCHUA OTCUECCTBCHHBIX pa3pa60T01<, a TaKXKeE
IIPOM3BOJICTBA IPOAYKLIUU U OKa3aHUs YCIYT Ha UX OCHOBE;

B) MOBBIIIEHHE KOHKYPEHTOCIIOCOOHOCTH POCCUMCKMX KOMIIAHUH, OCYIIECTBIISIOMINX
JESITEIbHOCTh B OTPACIN MHPOPMAIIMOHHBIX TEXHOJIOTHM U AJIEKTPOHHON POMBILIIIEHHOCTH,
pa3paboTKy, MPOU3BOACTBO U IKCILIyaTaI[IO CPEACTB oOecneueHust UH(POpMaMOHHOM
0€30MMacHOCTH, 0Ka3bIBAIOLUX YCIYTU B 00J1aCTH obecrieueHus: THPOPMaLMOHHON



0€30MacHOCTH, B TOM YHUCJIE 3a CYET CO3JaHMsl OJaronpusTHBIX YCIOBHM ISl OCYIIECTBIICHUS
NeATEeNIbHOCTU Ha Tepputopuu Poccuiickorn denepannu;

I') pa3BUTHE OTEYECTBEHHOW KOHKYPEHTOCIOCOOHO 3JIEKTPOHHON KOMIIOHEHTHOM 0a3bl U
TEXHOJIOTUH MPOU3BOACTBA JIEKTPOHHBIX KOMIIOHEHTOB, 00€cIedeHre MoTpeOHOCTH
BHYTPEHHETO PbIHKA B TAaKOM MPOAYKLIUHU U BBIX0/1a 3TON NPOAYKLIUN HA MUPOBOI PHIHOK.

26. Ctparernueckou 1enpio ooecrnedenns: HHQOPMAIIMOHHOM 0€301MaCHOCTH B 00J1aCTH HAYKH,
TEXHOJIOTUH 1 00pa30BaHus ABJSETCS NOAEPKKAa HHHOBALIMOHHOTO U YCKOPEHHOIO Pa3BUTHUS
cucTeMbl o0ecrieueHrs HH(HOPMALMOHHON O€301MaCHOCTH, OTPACId HH(POPMALIMOHHBIX
TEXHOJIOTUH U 3JIEKTPOHHOM IIPOMBIIILIEHHOCTH.

27. OCHOBHBIMHU HalpaBJIEHUSAMU OOecrieueHus: HHPOPMAIIMOHHOM 0€3011acHOCTH B 00J1aCTH
HayKH, TEXHOJIOTUN U 00pa30BaHUS SIBIISIOTCS:

a) IOCTH)KEHUE KOHKYPEHTOCIIOCOOHOCTU POCCUNCKUX MH(OPMALIMOHHBIX TEXHOJIOTUN U
pa3BUTHE HAYYHO-TEXHUYECKOTO MOTEHIMaNa B 00JacTu obecrneyeHus: THPOPMaMOHHON
0e30I1aCHOCTH;

0) co3manue U BHeApEeHnE HH(POPMAITMOHHBIX TEXHOJIOTHI, H3HAYAIBHO YCTOMUUBBIX K
pa3IMYHBIM BHIAM BO3JICHCTBUS;

B) IIPOBEJICHUE HAYYHBIX UCCIIEIOBAaHUI U OCYIIECTBICHHUE ONBITHBIX pa3pab0TOK B LEJSIX
CO3JaHuA MEPCICKTUBHBIX I/IH(i)OpMaHI/IOHHI)IX TEXHOJIOTUH U CpCACTB obecrieueHus
MH(POPMAITMOHHOM 06€30MacHOCTH;

T') pa3BUTHE KaIPOBOTO MOTEHIIMAIA B 001acTH o0ecrieueHust HHOOPMAIMOHHOM 0€301MacHOCTH 1
MIPUMEHEHHS] UH(POPMAIIMOHHBIX TEXHOJIOTU;

1) o0OecrieyeHune 3auIeHHOCTH TPaXaad OT HH(POPMAIIMOHHBIX YIPO3, B TOM YHCJIE 32 CUET
(dhopMupoBaHUS KyJIbTYPhl TUYHON HHGOPMAITMOHHON O€30TIaCHOCTH.

28. Ctparernueckou 1enpio ooecrnedennsi THHOPMAIIMOHHONW 0€301MacHOCTH B 00J1aCTH
CTpaTCFH‘{CCKOﬁ CTaOMJILHOCTH U PaBHOIIPABHOI'O CTPATEIHYCCKOI0 IMapTHEPCTBA ABJIACTCA
(dhopMupOBaHUE YCTONIMBON CUCTEMbBI HEKOH(MIMKTHBIX MEKTOCYIaPCTBEHHBIX OTHOIIICHUH B
MH(OPMALIMOHHOM MTPOCTPAHCTBE.

29. OCHOBHBIMU HalpaBJIECHUSAMU OOecrieueHus: HHPOPMAIIMOHHOM 0€3011acHOCTH B 00J1aCTH
CTpaTCFquCKOﬁ CTaOMIILHOCTH U PaBHOIIPABHOI'0 CTPATECTUYCCKOI'0 MapTHEPCTBA ABJISAKOTCA:

a) 3amura cyBepeHurera Poccuiickoit denepanuu B HHGOPMALMOHHOM IPOCTPAHCTBE
MOCPEJICTBOM OCYIIECTBJIEHUS CAMOCTOSITEIbHOW M HE3aBUCUMOM MOJIMTUKH, HAIPABJIECHHOW HA
peayin3aluio HallMOHAIbHBIX UHTEPECOB B MH(OPMALIMOHHOM cdepe;

0) ydactre B GOPMUPOBAHUH CUCTEMBI MEKTyHAPOTHOW HMHPOPMAIIMOHHON O€30TIaCHOCTH,
obecneunBarorieit 23(HEKTUBHOE TPOTUBOICHCTBHIE UCTIOIB30BAHIIO MH(POPMAITMOHHBIX
TEXHOJIOTHH B BOCHHO-TIOJIMTHYECKUX LIEJISX, TPOTUBOPEUAIINX MEXKTyHAPOTHOMY TIPaBy, a
TaK)Ke B TEPPOPUCTUICCKHX, IKCTPEMUCTCKUX, KPUMHHAIBHBIX H HHBIX TTPOTHUBOTIPABHBIX IEISIX;

B) CO3JaHHE MEXTYHAPOIHO-IIPABOBBIX MEXaHU3MOB, YUUTHIBAIOIIHUX CIIELUPUKY
MH(OPMALIMOHHBIX TEXHOJIOTUH, B LIEJISAX MIPEIOTBPALLEHUS U YPETyIUPOBAHUS
MEXTOCYJapCTBEHHBIX KOH(IUKTOB B MHPOPMALIMOHHOM IIPOCTPAHCTBE;



I') IPOJIBUYKEHHUE B paMKax JIeATEIbHOCTH MEXIYHAPOAHBIX opraHu3anuil no3uuuu Poccuiickoit
®enepanuu, nperycMaTpuBaromell o0ecreyeHre paBHOIPaBHOIO ¥ B3aMMOBBITOTHOTO
COTPYJHHYECTBA BCEX 3aMHTEPECOBAHHBIX CTOPOH B MH(OPMALIMOHHOH cdepe;

1) pa3BUTHE HAI[MOHAJIBHOW CUCTEMBI YIIPABJICHUS POCCUMCKUM cerMeHTOM ceTH « HTepHeT».

V. OprannzanMoHHbIe OCHOBBI 00ecnedyeHus1 HHPOpMAIIMOHHOH 0e30IaCHOCTH

30. Cuctema obecrieueHus HHPOPMAITMOHHOMN O€30TTACHOCTH SBJISIETCS YaCTHIO CUCTEMBI
obecrnieueHus HalMOHaNIbHOH Oe3onacHocTu Poccuiickoit denepauuu.

Ob6ecneuenrie nHGOPMAITMOHHOM 0€30MTACHOCTH OCYIIECTBIISETCS Ha OCHOBE COUCTAHMS
3aKOHOJATENILHOM, TPaBONPUMEHHUTENBHOM, TPAaBOOXPAaHUTENBHOM, Cy1€0HOM, KOHTPOJIbHON U
Opyrux GopM AesITeIbHOCTH FOCYIapCTBEHHBIX OPraHOB BO B3aUMOJICHCTBUU C OpraHaMu
MECTHOTO CaMOYITPaBJICHUS, OpPraHU3aLUSIMU U FPAKIAHAMU.

31. Cucrema obecrieueHus HHPOPMAITMOHHON O6€30MaCHOCTH CTPOUTCS HA OCHOBE
pasrpaHUYeHUs TIOJJTHOMOYHI OPraHOB 3aKOHOAATEIILHON, UCIIOJTHUTEIILHON U Cy/Ie0HOM BIaCTH
B JJaHHOM cdepe ¢ yueToM NMpeAMETOB BeCHHS (PelepabHbIX OpPraHOB rOCY1apCTBEHHOM
BJIACTH, OPraHOB TOCYIaPCTBEHHOM Bi1acTH cyObekTOB Poccuiickoit denepariu, a TaKxe
OPraHoB MECTHOTO CaMOYIIPABJIEHUS, ONPEAEIIEMbIX 3aKOHOAATEILCTBOM Poccuiickoit
®enepannu B obsactu odecrieueHus: 6€30MacHOCTH.

32. CocraB cuctembl obecrieueHrsi HHHOPMAITMOHHOW 0€30TTaCHOCTH OTPECIISICTCS
[Ipesunentom Poccniickoit denepanuu.

33. Opranu3alliOHHYI0 OCHOBY CHCTEMBI 0OecrieueHrust HHHOPMAIIMOHHON O€301aCHOCTH
coctaisaoT: CoBer @Penepanun OenepanbHoro Codpanus Poccuiickoit denepanuu,
lNocynapcrBennas [Iyma ®enepanpaoro Cobpanust Poccuiickoit @enepanuu, [IpaButenbcTBo
Poccuiickoit ®enepanuu, Coset bezonacnoctu Poccuiickoit denepanuu, dpeaepalibHble OpraHbl
WCIIONHUTENBHOU BracTu, LlenTpanpHbiii 6ank Poccuiickoit @eneparuu, Boenno-
IpoMBblIIIeHHas: koMuccus Poccniickont denepannn, MeXKBETOMCTBEHHbBIE OPTaHbl,
co3naBaemsle [Ipesnnentom Pocculickoit @enepaumu u [IpaBurensctBom Poccniickoit
®denepanyu, Opraibl HCIOJHUTENIBHON BiacTu cyobekToB Poccuiickoit denepannu, oprasbl
MECTHOT'O CaMOYIIpaBJICHUsI, OpraHbl CyJeOHON BIacTH, IPUHUMAIOIINE B COOTBETCTBHUH C
3akoHoJarenbcTBOM Poccuiickoit denepannu yyacTie B pelieHHH 3a/1a4 110 00eCeYeHUI0
nH(OPMaLMOHHON OE301MaCHOCTH.

VYyacTHUKaMU cUCTEMBI 0OecrieyeHUs] THPOPMAIIMOHHOM 0€3011aCHOCTH SIBJISIOTCS:
cOOCTBEHHUKH OOBEKTOB KPUTHUECKON HHPOPMALIMIOHHON HHPPACTPYKTYPhl U OpraHU3aIUH,
AKCIUTYaTUPYIOLIUE TaKue 0OBEKTHI, CPEICTBA MACCOBOM MH(POPMALIMN U MAaCCOBBIX
KOMMYHHMKAIUI, OpraHu3alnu JeHEeKHO-KPEAUTHOM, BaJIFOTHOM, 0aHKOBCKOM M UHBIX cep
(MHAHCOBOIO PbIHKA, OTIEPATOPHI CBSI3H, ONEpaToOpbl HHPOPMALTMOHHBIX CUCTEM, OpPraHU3aLuH,
OCYILIECTBIISIOUINE IEATEIBHOCTD MO CO3JJaHUI0 M SKCILTyaTallui NHPOPMALMOHHBIX CUCTEM U
ceTeil CcBs3M, MO pa3paboTKe, MPOU3BOJICTBY U IKCILIyaTal[MU CPEACTB OOecreueHus
MH(POPMAITMOHHOMN 6€30TIaCHOCTH, 110 OKA3aHHIO YCIYT B 001aCTH 00ecredeHus
nH(pOpMaLMOHHON 0€30MacHOCTH, OpraHU3aluy, OCYIIECTBIIAIONINE 00Pa30BaATEIbHYIO
JESTETFHOCTh B JAHHOM 001acTH, 00IIECTBEHHBIC 00hETMHEHUS, MHBIC OPraHu3aIliu 1
IpakJlaHe, KOTOPbIE B COOTBETCTBUU € 3aKOHOIATENbCTBOM Pocculickoit @enepanny y4aCcTBYOT
B pEIIEHUU 3a]1a4 0 00eCTIeUeHHI0 HH(POPMAITMOHHOM 6€30MacHOCTH.



34. JlesTenbHOCTh TOCYJAPCTBEHHBIX OPTaHOB IO 00€CTICUeHUIO HH(HOPMAITMOHHOU
0€30MacCHOCTH OCHOBBIBAETCS HA CJICAYIOIINX MPUHIIUATIAX:

a) 3aKOHHOCTb OOIIECTBEHHBIX OTHOUIEHUH B MHPOPMAIIMOHHOM chepe U MpaBoBOE PaBEHCTBO
BCEX YYaCTHHUKOB TaKMX OTHOIIECHUN, OCHOBAaHHBIE HA KOHCTUTYLIHOHHOM IIpaBe rpakJiaH
CBOOOJHO MCKaTh, IOJY4aTh, [I€PelaBaTh, IPOU3BOIUTH U PACIPOCTPAHATH HHPOPMALUIO
JIFOOBIM 3aKOHHBIM CIIOCOOOM;

0) KOHCTPYKTUBHOE B3aUMOJEHCTBHUE TOCYIapCTBEHHBIX OPraHOB, OPraHu3alui U rpak/iaH Ipu
perieHuu 3a1a4 o 00eceueH0 HHPOPMAITMOHHOM 0€301TaCHOCTH;

B) coOJroieHre OamaHca MeX Iy MOTPEOHOCThIO TpakiaH B CBOOOTHOM oOMeHe nHpopmanuen u
OTPAaHWYEHUSIMHU, CBSI3aHHBIMHU C HEOOXO0AMMOCTHIO 00ECIIeUeHUsT HAlIMOHATLHOM 0€30TacHOCTH,
B TOM uucIie B UH(QOpMaLMOHHOHU cdepe;

') IOCTAaTOYHOCTH CHJI M CPEACTB 0OecTeueHnsi HHPOPMAITMOHHON 0€30TIaCHOCTH, OIpeaessieMast
B TOM YUCJIC IIOCPECACTBOM IMOCTOAHHOTO OCYIICCTBJICHUA MOHUTOPHUHTI'A HH(bOpMaHHOHHBIX

yrpos;

1) coOr0/IeHNE 00IIEeTPU3HAHHBIX IPUHIUIIOB M HOPM MEXAYHapOAHOIO MpaBa,
MEKyHApOIHBIX J0r0BOpoB Poccuiickont denepannu, a Takke 3aKOHO1aTeNbcTBa Poccuiickon
denepanuu.

35. 3agauaMu rocyIapCTBEHHBIX OPraHOB B paMKax JIEATEIbHOCTHU 10 00ECTIEYEHHUIO
MH(POPMAITMOHHOMN 0€30TIaCHOCTH SIBIISIIOTCS

a) obecrieyeHue 3alIMUThl IPaB U 3aKOHHBIX MHTEPECOB IPakJlaH U OpraHu3alui B
uHpopmMalMoOHHOHU cdepe;

0) olleHKa COCTOSIHUS UH(POPMALIMOHHOM 6€3011aCHOCTH, MPOTHO3UPOBAHNE U OOHAPYKEHUE
MH(OPMALIMOHHBIX YTPO3, ONpeAeICHIE IPUOPUTETHBIX HAIIPABJICHUN UX MIPEIOTBPALLEHUS U
JIUKBUOAITUH HOCJ'IGI[CTBI/Iﬁ HX IPOABIICHUA,

B) IUIAHUPOBAHME, OCYILIECTBIEHUE U OLIEHKA Y3PPEKTUBHOCTH KOMILJIEKCA MEP 10 00eCTIeYeHUIO
MH(POPMAITMOHHOM 06€30MacHOCTH;

I') OpraHu3anus AesiTeIbHOCTU U KOOPAMHALIMS B3aUMOJEHCTBUS CUIT 00ecieueHus
nH(OPMaLIMOHHON 0€30MaCHOCTH, COBEPLIEHCTBOBAHUE UX MPABOBOT0, OPraHU3alMOHHOTO,
OTepaTUBHO-PA3bICKHOTO, Pa3BEbIBATEILHOTO, KOHTPPA3BEIbIBATEILHOTO, HAYYHO-
TEXHUYECKOT 0, UHPOPMAIMOHHO-aHATTUTUYECKOT 0, KaJIPOBOT0 U SKOHOMUYECKOT0 00ECTIeUeHus;

1) BEIpaOOTKA M pean3alysi Mep TOCYAapCTBEHHOM MOAIEPKKH OpraHU3aIHi,
OCYIIECTBIISIONINX IEATEILHOCTD 10 pa3paboTKe, MPOM3BOJICTBY U IKCIUTyaTalluU CPEICTB
obecrnieueHust UHPOPMAIIMOHHOM O€30MacHOCTH, 110 OKAa3aHUIO YCIYT B 001acT 00ecneyeHus
MH(POPMAITMOHHOM 6€30TMaCHOCTH, a TAK)KE OPTraHU3aINi, OCYIIECTBIISIONINX 00pa30BaTEIbLHYIO
IeATEIHLHOCTD B TAHHON 00JIaCTH.

36. 3agauaMu roCyJapCTBEHHBIX OPTaHOB B paMKaXx JESTEIbHOCTH 0 PA3BUTHUIO U
COBEPUICHCTBOBAHUIO CUCTEMbI 00ecrieueHHs] THPOPMAIMOHHOM 0€3011aCHOCTH SIBJISIOTCS:

a) YKpeIieHue BepTUKAJIM YIIPaBJICHUsSI U LIEHTpaJIu3alus cuil obecreyeHus: THPOPMaOHHON
0e30MmacHOCTH Ha (heepaibHOM, MEXPErHOHAIbLHOM, PETHOHATILHOM, MYHULIUIIAJIbHOM YPOBHSIX,



a TaKKe Ha ypoBHE 00BbEKTOB HH(OPMATU3ALIMH, OTIEPATOPOB HHPOPMALIIOHHBIX CUCTEM U CETeH
CBSI3H;

0) coBepIIeHCTBOBaHKHE (JOPM U METOJIOB B3aUMOICHCTBUS CHJI oOecrieueHrss HHPOPMAITMOHHON
0€30IaCHOCTH B IEJISX MOBBIIICHUS X TOTOBHOCTH K IPOTUBOACHCTBUIO HH()OPMAITMOHHBIM
yrpo3am, B TOM YHCJIE IIYTEM PEryJISIpHOTO IPOBEACHUS TPEHUPOBOK (YUeHUN);

B) COBCPIICHCTBOBAHUEC I/IH(i)OpMaHI/IOHHO-aHaJ'II/ITI/ILIeCKI/IX 1 HAYYHO-TCXHUUYCCKUX aCIICKTOB
(YHKIIMOHUPOBAHUS CUCTEMBI 0OecTieueHrust HHHOPMAIIMOHHON O€30TIaCHOCTH;

I') NoBbIlIeHUE 3PPEKTUBHOCTH B3aUMO/ICHCTBUS TOCYJAPCTBEHHBIX OPTraHOB, OPTaHOB
MECTHOTO CaMOYIPAaBJICHHUsI, OPraHU3aIMiA U TPaXKIaH IPU PEIICHUH 3a/1a4 10 00eCTIeUeHUI0
nH(OPMaLMOHHON OE301TaCHOCTH.

37. Peanu3anus HacTose JJOKTpUHBI OCYIIECTBIISIETCS. HA OCHOBE OTPACIIEBBIX JOKYMEHTOB
cTparernyeckoro mianupoanus Poccuiickoit @denepanuu. B nensax akTyanuzanuy Takux
nokymeHnToB CoBetoM besomacnoctu Poccuiickoit denepanuu onpesensercs nepeyeHb
MIPUOPUTETHBIX HAIIPaBJIeHU o0ecrieueHrs: nH(GOPMalMOHHON OE301MaCHOCTH Ha
CPEAHECPOUHYIO NIEPCIIEKTUBY C YYETOM IOJIOKEHUN CTPATETHYECKOTO MPOorHo3a Poccuiickoit
denepanuu.

38. Pe3ynbTaThl MOHUTOPUHTA peaanu3alny HacTosmEeN JJOKTpUHBI OTpaXkatoTCsl B €KErOJHOM
noxiane Cekperapsi CoBera besonacnoctu Poccuiickoit @enepanuu pesunenty Poccuiickoit
®denepaniv 0 COCTOSTHUM HallMOHAJIbHOM 0€30M1aCHOCTH M Mepax M0 €€ YKPEIJICHUIO.

O030p 10KyMeHTa

VYTBepxkaeHa HoBas JlokTpruna nuHpopmManuonHoi 6ezonacHoctu Poccun.

OmnpeelieHbl CTpaTerHYeCKUe eI U OCHOBHBIC HaIPaBIIeHUs oOecnieueHns WH(HOPMAIIMOHHON
0€30I1aCHOCTH.

[Tpoananu3upoBaHbl OCHOBHBIE HH(OPMAIIMOHHBIE YTPO3bl. /laHa OIIeHKa COCTOSIHUIO
nH(OPMALMOHHON OE30MaCHOCTH.

OTtmeuaercs, 4TO MpaKTUKa BHEIPEHHS] HH(POPMAIIMOHHBIX TEXHOJIOTUN 0€3 YBS3KHU C
obecrieueHreM HH(OPMALIMOHHON O€30MaCHOCTH CYILIECTBEHHO IOBBIIIAET BEPOSITHOCTh
MpOsIBJIEHUS UH(OPMALIMOHHBIX YTPO3.

Ha cocrositnne nndopmanmonHoi 6€3011acHOCTH BIUSET, B YaCTHOCTH, TOT (PaKT, YTO HEKOTOPHIC
3apyOeKHBIC CTPAHbl HAPANTUBAIOT BO3MOKHOCTH HH(POPMAIIMOHHO-TEXHUYECKOTO BO3CHCTBUS
Ha HHPOPMAMOHHYIO UHDPACTPYKTYPY B BOCHHBIX LETAX. Y CHIIMBACTCS JACSITCIIBHOCTD
OpraHu3aIiil, OCYIIECTBISIIONIUX TEXHUIECKYIO Pa3BEIKY B OTHOIIIEHUU POCCUMCKUX
roCOpraHoOB, Hay4HBIX opranuzanuii u npeanpustuit OIIK.

OTtmedaeTcst TEHACHUUA K yBeJIMYeHHUI0 B nHOoCcTpaHHbIXx CMU o0bema MatepuaioB ¢
MIpeB3SATON OLEHKOM oTeuecTBeHHOM rocnonutuku. Poccuiickue CMU 3auacryro
MO/IBEpraroTcs 3a py0ex oM OTKPOBEHHOH JIUCKPUMUHALUY.



PaznuunbIe TEPPOPUCTHUECKUE U DIKCTPEMUCTCKHUE OPTaHU3ALUN HIUPOKO HUCIIOIb3YIOT
MEXaHU3Mbl HH()OPMALIMOHHOTO BO3/IeHCcTBUA. Bo3pacTaioT MacTaObl KOMIIbIOTEPHOI
IIPECTYIHOCTH.

[IpuBoATCS OCHOBHBIE HANIpaBJIEHUs 0OecreyeHusi UHPOPMAIIMOHHOM 6€3011acCHOCTH B 00J1aCTH
000POHBI, TOCYIAPCTBEHHON 1 00IIIECTBEHHOM 0€30MMacHOCTH, B SKOHOMUYECKOH cdepe, B
001acTH HayKH, TEXHOJIOTUI U 00pa30BaHUs, CTPATETUIECKON CTAOUIHLHOCTH U PAaBHOTIPABHOTO
CTPATETHIECKOTO IMapTHEPCTBA.

CocraB cuctembl ooecrieueHust THHOPMAITHOHHON O€30MTaCHOCTH OTPELIISIETCS
[Ipesunentom PO. CoOe3om Poccun ycranaBnuBaeTcs IepedeHb NPUOPUTETHBIX HANPaBICHUM

obecrnieueHust UHPOPMAIIMOHHON O€301aCHOCTH Ha CPEIHECPOUYHYIO IIEPCIIEKTUBY.

PesynbTaThl MOHUTOPHHTA peaTN3alii JOKTPHHBI OTPAXKAIOTCS B €KETOHOM JIOKIIA/Ie
Cekperapsa Coso6e3a [Ipesunenty PO.

[Ipexuss Joxtpuna unpopmannonHoit 6e3onacuoctu Poccun, yreepxaennas B 2000 r.,
IIpU3HAHA YTPATUBLIEH CUILY.

T'APAHT.PV: http://www.garant.ru/products/ipo/prime/doc/71456224/#ixzz5GQDjhwmP




